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Abstract—Mobile Ad-Hoc Networks (MANET) are known for
their rapid deployment and self-organizing capabilities. Those
qualities are making MANET a candidate communication infras-
tructure for rescue forces in emergency events. However, existing
Wi-Fi MANET implementations are exhibiting unsatisfactory
performance, and the dynamic multi-hop topology of the network
makes it difficult to identify the bottlenecks. This paper1 suggests
a performance monitoring model for Wi-Fi MANET, incorpo-
rating concepts of a Geographic Information and Monitoring
System (GIMS), that passively monitors the MANET deployment,
thus enabling to optimize and fine-tune the network. Specifically,
our monitoring model addresses the known Wi-Fi problems of
hidden node and exposed node that are intensified in MANET. We
provide a theoretical solution, deriving from the field of conflict
graphs, which assists to identify and locate such situations.
Experimental results from a real-life testbed that emulates such
problems confirm that the suggested approach can effectively
detects cases of hidden and exposed nodes in MANET.

Index Terms—MANET, Hidden Node, Exposed Node, Conflict
Graph.

I. INTRODUCTION

Professional systems for monitoring the performance of
WLAN networks are a relatively new requirement, originating
from the widespread adoption of Wi-Fi technology in medium-
size and large-size mesh and ad-hoc networks. Recently,
several studies [1], [8], [11], [20] have proposed wireless
monitoring models that include detailed PHY and MAC level
information in order to diagnose the state of the network.
Yet, most proposed monitoring systems are addressing WLAN
architectures of a single infrastructure Access Point (AP) that
is serving multiple clients, or a somewhat more complex mesh
architecture that includes traffic routers and gateways to exter-
nal networks such as the Internet. In both these architectures
the topology of the network contains fixed-positioned stations,
which enables network monitoring via high-bandwidth wired
connections that are not interfering with the WLAN traffic.
The literature, however, is scarcely addressing the problem
of monitoring ”pure” mobile ad-hoc networks (MANETs)
comprised solely of mobile stations. Because this type of
architecture is lacking central fixed-positioned stations, there
is a real problem to maintain high-bandwidth connections
with elements of the network, for the purpose of network
monitoring and management.

1This research was partly supported by the Israeli RESCUE consortium.

MANETs are self-organizing and autonomous networks,
with mobile nodes which act as wireless routers (or access-
points) that collaborate to form a network. Any node needs
to transmit beacons in order to allow other nodes to detect it,
a common beacon rate is 1-10Hz. In most implementations,
MANET using standard link layer such as 802.11 standards
[5] and link adaptation algorithms. Moreover, in most cases a
single RF frequency is being used for all nodes. Unfortunately,
the performance of MANET tends to deteriorate rapidly with
any additional hop [12]. The main factors for the deterioration
including the dynamic nature of MANETs: the density of
beacons and the packet error rate. MANETs characteristics
poses a much bigger challenge than ordinary WLAN networks
in deploying and managing. The need for full knowledge
and understanding of the deployed network is crucial. This
importance increasing where the MANET is needed to rapidly
deploy communication infrastructures for rescue forces in a
disaster area [22], [28], [31]. In MANET, the ability to control
each device or to retrieve information about its state, can
be none realistic especially in dense areas. Therefore, the
diagnostics cannot be based on information which achieved
directly from the nodes itself. A monitor system with the
abilities to ”draw” a map of the infrastructures (e.g., load,
performance, co-channel, nodes interference) of the MANET
vicinity will be a major advantage for the rescue teams. In
particular, designing and implementing a monitoring solution
that is capable of providing up-to-date information regarding
the networks overall health without increasing the network
overhead remains a challenge.

Two of the main problem of wireless system which have
high influence of the MANET throughput are hidden node
and expose node problems. The hidden node problem is a
well known problem in wireless network [14]. The problem
become a issue in wireless network because node A cannot
transmit and sense the channel at the same time. Moreover,
due to signal fading and attenuation, transmission of a node
A may not be heard by node B, i.e., it is hidden from the first
node. However, the two nodes (A and B) can reach node C
which locate between them. Therefore, in case the both nodes
transmit in the same time to node C, node C will suffer from
collision, see an example in Fig 1. The exposed node can seen
as the dual problem of the hidden node problem. In this case
the node A is relatively close to node B and therefore they
do not transmit in the same period of time. Yet, if transmitted
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together no collision will be performed due to the fact that they
are transmitting to different node (A to C and B to D), see
an example in Fig 1. However, due to virtual carrier sense,
only one of them will transmit. Any wireless network will
suffer performance degradation from hidden node collisions.
A critical issue is determining the particular nodes which cause
the problem. Moreover, there is a trade-off between the hidden
node and the exposed node problems, in the sense, that trying
to solve one problem increases the status of the other one.

In this paper we present a new way to model MANET,
our model is based on conflict graph with new level of
information in order to locate and recognize hidden/exposed
nodes. Moreover, the suggested new model gives a new layer
of geo-spatial information which can be use by any monitoring
system to estimate the location of the problematic nodes. The
suggested model uses passive monitoring and thus, requires
almost no overhead on the network resources. The rest of the
paper is structured as follows: Related works are discussed
in section II. The notion of conflict graph in the context of
MANET is presented in section III. The set of observations
on which the suggested MANET modeling system is based
on is presented in section IV. In section V we show the
application of the above observation for locating hidden nodes
using asymmetric antennas. In section VI we presents a novel
real life collision testbed which have been developed in order
to produce the required input needed by suggested model.
Finally, section VII concludes this paper.

II. RELATED WORK

High throughput WLAN MANET networks comprised
solely of lightweight mobile stations is yet more of a promise
than an industry standard. Some noteworthy experimental
MANET implementations are OLPC [19], BingBee [26],
Ozone[9], Serval [6], [7]. The most relevant project is Serval
[6], [7], which aims to be a practical MANET solution for
constructing village level telephone networks. In the Serval
project, the goal is to enable such deployment in any off-the-
shelf mobile smartphone. Their platform enables end-to-end
voice using intermediate hops utilizing an ad-hoc IP-based
network on android mobile devices.

A C B

BAC D

Fig. 1. Above: Hidden node problem, A and B can transmit at the same
time - causing collisions at C. Below: Exposed node problem, A and B can
not transmit together yet if they would have, no collisions were created.

For MANET monitoring systems, we can divide the solu-
tions into two groups: behavior-based solutions and monitoring
system. Behavior-based solutions [2], [32] have been proposed
to detect selfish or malicious behavior in the network. MANET

monitoring systems [15], [13] observe the network conditions,
at the node level, meaning keeping track of the traffic load, at
the network level, the system must monitor active routes and
changes in the network topology. Although those solutions
that rely on a middle management layer to collect information
from MANET nodes are scalable and can provide node and
network level information, some of them [29], [15] introduce
management overhead to the network.

Recently, the importance of self organizing ad-hoc networks
for first-responders has been demonstrated. Natural disasters
such as earthquake, floods, and fire, motivated governmental
and private organizations such as Safecom and Mesa-project
[18], [21] to target the challenge of self deployed, self or-
ganized, dynamic and fast deployment networks in real time
which can operate ”on-the-move”. Such deployment proposes
a big challenge as the result of nodes mobility impact on
the deployment itself. Moreover that when a node which is
being used as a link in a route moves from one location to
another the route is no longer optimal and in the worse case
when not be not usable. Such communication is both dynamic,
and unmanaged by nature. In order to optimize such networks
extensive work has been done in the fields of cognitive radio
and ad-hoc routing [22], [31], [18], [21].

A conflict graph in wireless networks is defined as follows:
Let G be a graph, with nodes corresponding to devices and
edges between the nodes corresponding to the wireless links.
A conflict graph, CG, has nodes corresponding to the links
in G and has an edge between two nodes in CG if and only
if the links in G denoted by the two nodes in CG interfere
with each other. Many papers [23], [16] claim that conflict
graph does not correctly model devices equipped with multiple
radios. Ramachandran et al. [23] presented the Multi-radio
conflict Graph (MCG), where edges between the radios as
nodes instead of representing edges between the mesh routers
as nodes as in the original conflict graph. Moreover, Yang and
Vaidya [30] present a conflict graph for flows.

The MOJO project [25] diagnoses physical layer anoma-
lies that cause problems in wireless networks. It does so
by augmenting client devices with additional hardware and
software. The Wireless Measurement Project (WMP)[24] used
two methods for the detection of hidden nodes, the first
method uses network connectivity discovery while the sec-
ond method uses violations of the Distributed Coordination
Function (DCF). The WMP system is the first that uses the
client as the detector for hidden node. However, non of them
either use conflict graph or locate the hidden nodes. Moreover,
our system give a solution for the exposed nodes problem and
using the passive sniffing the overhead there is no overhead.
Therefore, adding the conflict graph the ability to locate
hidden/exposed nodes will improve network performance and
increase the management ability.

III. CONFLICT GRAPH

Conflict Graphs are often used in the context of wireless
monitoring tools [4], [10], [17]. Yet, in this research we
generalize the data structure of conflict graph to be able
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to captures multi nodes relations such as hidden node and
exposed nodes. The suggested Conflict Graphs CG < V,E >
is presented using the following directed weighted graph:
V : all the clients in the MANET, where for each v ∈ V ,
contains data such as position, Txpower and CSMAthreshold.
e(u, v): there is an edge between client u and v iff v can
receive the beacons transmitted by u, the value on such edge
represents the RSSI value. Observe that any routing graph
(RG < V,E >) of the MANET must be a subgraph of the
Conflict Graphs.

Observation 1: Given a conflict graphs CG < V,E >, one
can find all possible triplets of hidden nodes by traversing
over all nodes in the graph, and for each node c ∈ V find
all the pairs of nodes (a, b) such that e(c, a), e(c, b) ∈ E but
e(a, b) /∈ E. In this case < a, c, b > is a hidden node triplet,
see Figure 2 for example. Note: that this method seems to
have a high theoretical runtime O(|V |3), yet in practice the
degree of most nodes is bounded by a small number and the
number of node is also limited (usually less than 1000) so the
practical runtime of such algorithm implementation is suitable
for realtime computation.

a b

c
d

e

f

g

< a, b, d >< a, b, d >

< b, d, e >,< b, d, f >, < c, d, f >
< d, e, g >

< a, c, d >

< b, f, g >, < d, f, g >

a

c

b f

d
e

g

CG < V,E > CG < V,E >

All hiddedn nodes triplets (8)

Fig. 2. Conflict Graph example: CG < V,E >, |V |=7 nodes, |E|=22
edges. Performing 8 cases of hidden nodes.

Observation 2: Finding all cases of exposed node can be
done by going over all the edges in E, and for each e(u, v) ∈
E test it there exist a node a ∈ n(u) (n(u) is the set of all
nodes connected to u), and a node b ∈ n(v), such that a and
b are not connected directly.

IV. MANET MODELING

The MANET modeling system is based on the following
observations which are based on the ability to passively sniff
the vicinity using set of antennas (located in the same place
but different types). The model aim to detect and locate groups
of hidden/exposed nodes as explained above.

Observation 3: Using several directional antennas or rotat-
ing single directional antenna, one can detect the Direction
Of Arrival (DOA). of the RF signal. Moreover, if the antenna
pattern of the monitored device is known, and there is a Direct
Line Of Sight (LOS), the angle location of the device with

respect to the monitoring device can be computed accurately,
using the notion of super resolution of the sampled signals
and the antenna pattern. Furthermore, this notion can be
generalized to 3D - yet it requires more directional antennas
or more complicated rotating pattern.

Observation 4: A passive monitoring system can approxi-
mate in real time the positions of transmitting clients. In cases
where there is a LOS between a client and the monitoring
device, the distance can be approximated using methods based
on RSSI approximation [27], [3]. Together with an accurate
angle of arrival as mentioned above, the positions a MANET
clients can be approximate using a single, passive monitoring
station.

Observation 5: Due to an error correction mechanism in
the physical layer of WLAN devices, a collision between
two packets is often result as a few wrong bits in almost
random distribution in the packets, rather than a continuance
errors along the physical collision period. Therefore the time
resolution of collision detection is proportional to the packet
size (and not bit/byte size).

Observation 6: Using few asymmetric antennas one might
be able to detect a case of hidden node, in semi-real time.
E.g., in case we have three antennas each connected to a
synchronized monitoring system we might be able to captured
a collision between two packets while each of the other two
antennas might be able to capture a different packet. This can
be done by using directional antennas. More details as for how
to detect such events will be presented in the next sections.

Based on the above observations we can create a new level
of information about recognize and locate hidden/exposed
nodes. The new level of information can be merge into the
conflict graph. Because lack of space, we only present how to
recognize and locate hidden nodes.

V. LOCATING HIDDEN NODE USING ASYMMETRIC
ANTENNAS

In MANET networks management traffic is essential for
its deployment thus each node is producing massive amount
of overhead traffic. such traffic especially beacons which
can reach far distances and there for increase the risk for
hidden node phenomena. Using the fact that beacon frames
are transmitted in constant interval (in each beacon the node
announce the time of the next beacon), knowing each node
interval will enable the creation of conflict graph which will
help to identify node which are in such risk. Aggregating this
with each node location will enable planing routes which will
have less risk for package losses as the result of hidden node
affect in that area. In order to locate the stations that hidden
to each other, we need to collect information from the vicinity
and analyze it. Therefore the steps are: 1) Collect information
using more than one NIC (antenna); 2) Find suspicions events
(collisions) representing hidden node; 3) Recognize stations
acting as hidden nodes; 4) Find risk zone of the stations; 5)
Find the location of the station. First, we are using the fact the
different antenna (direct and omni) received different signals.
Therefore, at the same location we sniff the vicinity with
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two different antenna in order to get different information. In
many cases both antennas received the same packet, however,
in different power signal and quality, one may received it
without any errors while the other with. Finding the same
messages that have been received in different quality can give
us the ability to find suspicions events (collisions) that may
representing hidden nodes. Finding the same nodes in number
of collisions events, suspect them as nodes hidden from each
other. Using direct antenna to locate the angel of the highest
signal will specific an area on the vicinity for each node, an
area which the node is locate in. Using the different between
the signal powers we can estimate the distance between the
node and the sniffer.

VI. REAL LIFE TESTBED (EXPERIMENTS AND RESULTS)

The packet collision process is a fundamental part necessary
for the proposed model to work, therefor a real life collision
testbed have been developed and tested. It is able to produce a
variety of collision patterns and utilize two data streams from
different antennas at once as required from above chapters.
One of the main causes for the packet collisions phenomena
to occur is the failure of the CSMA mechanism to sense the
medium as busy so that a certain node will be allowed to
transmit while another is already transmitting. Thus impairing
the node ability to sense and receive transmissions will allow
such failures to happen with high probability as there is no
other mechanism to prevent it. The Tx capabilities of that node
on the other hand should not be harmed so the packet will be
transmitted. From that it is necessary to have a separate control
on Tx and Rx capabilities for inducing packet collisions.
Such collided frame can be easily detected by calculating the
frame checksum value and comparing it to its Frame Check
Sequence (FCS) field value. But easy detection isn’t enough
to explain why it happens. The proposed solution for that
is using two different antennas, a simple Omni directional
antenna and a directional antenna. This approach enable us
to see the frame from two different angles, a holistic one with
the Omni directional antenna and a more narrow and local
view with the directional antenna as shown in Fig. 3. The
directional antenna has a lower probability to intercept the
collision itself if it is directed to the source node alone. The
Omni directional antenna, sense its whole surrounding and
therefore will probably intercept a collided frames outcome.

Having a separate Tx/Rx control on certain WLAN NIC
is not trivial as most of them wouldn’t support such feature.
WLAN routers on the other hand do have some separated
control over Rx and Tx capabilities with the introduction
of Multiple-Input And Multiple-Output (MIMO) technology
which enables utilization of multiple antennas chained to a
single NIC for improving communication performance. Still,
even though MIMO routers have the potential in hardware
level its original software wouldn’t allow it. A Linux base OS
which can be modified and customized will more suited as the
router’s software. This enable us to set the router to use each
antenna in three modes: Rx, Tx, Tx/Rx which not only allows
us to designate each antenna to one function only but also to

Fig. 3. Directional antenna pattern (TP-Link TL-ANT2409A ,60◦) and
ordinary Omni directional antenna pattern. These two antennas were used
in our testbed. Each of them was connected to separate NIC (TP-Link 422G).

set one antenna to do both functions (Tx/Rx) leaving the other
antenna redundant. The last part is detaching physically an
antenna and setting the router to use the attached antenna for
Tx function capability and the missing antenna for Rx function
resulting a node which is not able to sense it environment but is
able to normally transmit and likely to cause packet collision
to its surrounding. The experiments presented in this paper
where conducted in the Ariel University center campus. The
experiment setup was as shown in Fig. 3 while the distance
between node A and both nodes B and C was approximately
14 meter. The 802.11.g standard was used and channel 9 was
selected due the fact it was the most idle channel. Node A
was an altered router configured as an AP and its Beacon
Interval(BI) was set to 15 milliseconds 65Hz. Node B was
an altered router which was configured as an AP and also
was set to transmit data to node C using Iperf2 client. Node
C was a regular device which was set to receive node B
transmissions as an Iperf server. Two off the shelf routers (Tp-
Link 841ND v7.2) flashed with latest version of OpenWRT3

embedded Linux distribution were used as the altered routers.
The regular device was a Toshiba NB250 net book running
Ubuntu Linux distribution. The antenna near the power button
was chosen as antenna A to be detached in both routers as
shown in Fig. 4. The routers diversity and Atheros ambient-
noise-immunity (ANI) mechanism were disabled. Validation
of those setting was by invoking a scan of sensed networks
for 60 seconds. Impaired nodes wouldn’t see any other AP
beacons while normally sensing each other with signal power
ranging from -60 to -70 dbm and other AP’S with power signal
ranging from -40 to -90 dbm. In all times node B sensed node
C well even when it was impaired with signal power ranging
from -30 to -60 dbm. Four scenarios were investigated in each
a 180 seconds UDP data transmission in 2Mb rate was made
from node B to node C while node A is producing beacons.
Each scenario differed only in its Rx antenna configuration as
shown in Table I.

Scenario A was used as a control for later experiments

2http://iperf.sourceforge.net/
3https://openwrt.org/
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TABLE I
EXPERIMENTS SCENARIOS - OK MEANS THAT RX CAPABILITY WAS

NORMAL, IMPAIRED MEANS THAT THE NODE CANT SENSE ITS
SURROUNDING

Scenario Rx on node A Rx on node B
A OK OK
B Impaired OK
C OK Impaired
D Impaired Impaired

in which both the altered nodes can communicate properly.
Scenario B was used to test the influence a high rate periodic
small collisions coming from node A. Scenario C was used
to test the influence of a constant high volume collisions data
transmission coming from node B. Scenario D was used to
test the influence of the combination of both collisions pattern
coming from node A and B. The main goal of those scenarios
is to produce different collisions patterns for the proposed
model. Due to space limitations we focused on the hidden
node problem analyzes.

The captured traces were parsed using Libpcap library and
stored in a MySQL database. Identifying a node by its beacons
arrival pattern might not be practical because of time drift
effect of the node internal clock. Therefore such approach
must be validated to assure that the beacons patterns are
coherent and accurate. For that a dynamic estimation was
build based on the beacon last known time of arrival with
the addition of its known BI. We didn’t use the timestamp
field which came with the beacon because it is useful with
clock synchronization. Being synchronized with a certain node
might help to identify it but will prevent us from identifying
other nodes with different clock drift. The evaluation of the
beacons arrival pattern accuracy was done by differentiating
the estimated time of arrival with the actual time. In each
scenario the beacons arrival pattern for each node (A and B)
was Analyzed, reveling that it is most accurate and can be
used for building the conflict graph (Fig.5).

The communication between nodes B and C was a classic
client-server interaction in which node B transmits data to
node C and receives statistics on communication performance.
Therefore, our analysis of the results focused on node B and
C only as node A didn’t have a direct interaction with them

Fig. 4. Standard 802.11.n router running OpenWRT embedded Linux
distribution which allows enhanced control on the Tx/Rx capabilities (on each
antenna separately) .

.

Fig. 5. This analysis demonstrates that the beacon arrival times are coherent
and accurate.

at all. The second analysis compared each antenna collision-
pattern captured in each scenario for nodes B and C. The
Omni directional captured data on all four scenarios shows that
each time that more packets were transmitted by an impaired
node the probability for FCS errors to happen increased as
shown in Table II. The overall amount of packets captured
by the directional antenna slightly increased but surprisingly
the proportion of corrupted packets with FCS error decreased
significantly as shown in Table III.

This indicates that we successfully induced in a real life
testbed packet-collisions. Should those errors were caused
by physical interferences both antennas would have captured
about the same amount of packets with FCS error. Both
antennas captured about the same amount of packets while the
difference between them was the amount of corrupted packets
with FCS error. This means that even though both antennas
captured almost the same data they did it in a different
manner i.e. different collision patterns. The directional antenna
captured a localized pattern and therefore the low amount of
packets with FCS error and the Omni directional antenna cap-
tured a more global pattern with coexisting networks impact
which caused the increase in the amount of corrupted packets
with FCS errors. Pairing two replicas of the same frame from
a huge stream of frames is not trivial but capturing the frame
at once by the same PC makes it easier as the epoch time gives
a rough pairing measure. We discovered that in most cases,
even if one frame was deformed some unique fields such as
FCS or timestamp tend to be preserved. Such fields can be
used to identify frame replicas in the same way hash codes
are been used. All this allow us to compare two replicas of
the same frame which in turn can reveal a possible reason for
a collision such as a hidden node. Moreover, if the directional
antenna intercepted a frame properly but the Omni directional
antenna did not, this means the source of that frame is acting
as a hidden node for another distant node. Then the exact
triplets can be determined by the proposed model.

Scenario Total packets FCS errors FCS error prob.
A 30541 14602 47.81%
B 25268 17220 68.15%
C 25917 22595 87.18%
D 24636 22734 92.28%

TABLE II
OMNI DIRECTIONAL ANTENNA CAPTURE FCS ERROR AND PACKETS

STATISTICS OF NODE B AND C
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Scenario Total packets FCS errors FCS error prob.
A 31477 4440 14.11%
B 31354 3314 10.57%
C 31529 2413 7.65%
D 29889 2391 8.00%

TABLE III
DIRECTIONAL ANTENNA CAPTURE FCS ERROR AND PACKETS STATISTICS

OF NODE B AND C

VII. CONCLUSION

This paper introduced a novel method for monitoring com-
plex MANET networks. The suggested approach enables us to
generate geo-spatial data, based on real-time traffic analysis.
Moreover, this monitoring framework is capable to ”draw”
a map of the infrastructures, load, performance, co-channel
and nodes interference (hidden node) of the MANET vicinity.
Due to its passive-sniffing mode of operation, the suggested
framework is largely external to the monitored MANET, and
is not requiring installations at the MANET’s stations. As a
result, the framework can comply with requirements of rapid
deployment and being non-intrusive, which are commonly
specified by rescue forces and first responders. Based on
the loss classification model described in the paper, a future
research topic we intend to study concerns an algorithm for
efficient link adaptation. In addition to classifying congestion
and physical interference, such algorithm shall succeed to
determine the optimal modulation per frame. The integra-
tion of geo-position data with real-time traffic data from
the monitoring framework is intended to be used for smart
threshold sensitivity management which is part of the CSMA
mechanism. Determining the right threshold sensitivity may
reduce the volume of both hidden node and exposed node
cases.
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